
Understand 
risks 

associated 
with school 
hardware, 

software and 
data, to 

properly 
mitigate 
attacks

Cyber Risk
Assessment

01
Secure Digital

Technology

03

Maintain strong 
FW security 
around your 

school 
technology and 
data to prevent

 virus’s 
and avoid 

exploitable 
vulnerabilities

Cyber 
Awareness

Plan

02

Cyber-informed 
users are the 
best defence 
against cyber 

criminals.

Control & 

Secure 

Accounts

04

Secure Digital

Technology
Licence

Technology

05

All digital 
technology must 

be licenced to 
maintain regular 

software 
updates, 

upgrades and 
bug-fixes

Backup 
your Data

06

Schools rely 
on digital 

technology 
and backups are 

pivotal in 
maintaining 
access in the 
event of an 

attack

Secure 
User 

Accounts

04

Assess and 
protect user 

accounts and 
sensitive data 

is a critical 
line of defence

Cyber security standards for schools and colleges
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